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    Snippet

              We advise industry-leading companies on their most challenging data use, privacy, cybersecurity and AI issues, including high-stakes enforcement matters. 


          


  


  
    
      


  
    Summary

              Companies around the world rely upon our multidisciplinary experience in managing risks associated with evolving data use, privacy and cybersecurity standards and the rise of AI.
In addition to advising on such matters in connection with business combinations and capital markets offerings, we routinely structure, draft and negotiate agreements relating to the use, licensing, transfer or other processing of personal or proprietary data.
We assist companies in the design and implementation of data use, privacy and cyber compliance programs, including alignment with legal obligations, regulatory expectations and best practices, as well as advice regarding external audits, including monitorships.
Clients turn to us to lead both internal and government investigations and to defend high-stakes enforcement proceedings as well as civil litigation concerning data use, privacy and cyber issues. We also advise clients on data and cyber-focused SEC rules and related governance and disclosure issues.
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      Cybersecurity and data-privacy disclosure advice to multiple clients

    

          
        We assist numerous clients on disclosures in public filings and private-placement memoranda
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      Multiple companies in SEC investigation of the SolarWinds cyber breach

    

          
        We are advising multiple public companies in the SEC investigation of the compromise of SolarWinds software
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        We have assisted multiple clients facing a surge of employment-related cybersecurity incidents during the pandemic 
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      Resolution of ransomware-related claims against forensic service provider

    

          
        We achieved a favorable pre-litigation resolution of claims over losses from crippling ransomware incidents

      

      




  



  See more experience



  


  
      Our team

    
      
      
              
  
  
  

          


  
    Headshot

                [image: ]




          


    
    
      Greg D. Andres

    


    
          


  
    Job title

              Partner

          


    
          White Collar Defense & Investigations
    
          


  
    Offices

          
              New York

              

      


      



              
  
  
  

          


  
    Headshot

                [image: ]




          


    
    
      Matthew J. Bacal

    


    
          


  
    Job title

              Partner

          


    
          IP, Tech & Commercial Transactions
    
          


  
    Offices

          
              New York

              

      


      



              
  
  
  

          


  
    Headshot

                [image: ]




          


    
    
      Robert A. Cohen

    


    
          


  
    Job title

              Partner

          


    
          White Collar Defense & Investigations
    
          


  
    Offices

          
              Washington DC

              

      


      



              
  
  
  

          


  
    Headshot

                [image: ]




          


    
    
      James W. Haldin

    


    
          


  
    Job title

              Partner

          


    
          White Collar Defense & Investigations
    
          


  
    Offices

          
              New York

              

      


      



          

  
  


  
      Insights

    
      
  
    
      
      
          


  
  

  
    
      


  
    Post date

              April 9, 2024


          


      Client Update
                

    
      AI traps and strategies: Seven practical pointers for businesses

    

    
                        In this seventh and final installment in our series on avoiding common traps associated with AI, we discuss a very differe...
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      Biden administration proposes expanded limits on transfers of personal data to adversary countries

    

    
                        A new proposal would require U.S. companies to comply with U.S. government cybersecurity standards before transferring bul...
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    Davis Polk lawyers speak at 2024 ABA Antitrust Spring Meeting
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    David Lisson discusses patent and trademark issues with Corporate Disputes
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    Jamie Haldin and Mikaela Dealissia speak at NYLPI’s Digital Privacy & Cybersecurity Workshop
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    Jamie Haldin speaks at PCCE’s Fall Privacy and Cybersecurity Conference
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    Robert Cohen speaks at Securities Docket’s 2023 Enforcement Forum
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